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a b s t r a c t

This paper studies artificial noise (AN)-aided beamforming design in an intelligent reflecting surface
(IRS)-assisted system empowered by simultaneous wireless information and power transfer (SWIPT)
technique. Multiple power splitting (PS) single-antenna receivers simultaneously receive information
and energy from a multi-antenna base station (BS). Although all users are legitimate, in each transmis-
sion interval only one receiver is authorized to receive information and the others are only allowed to
harvest power which are considered as unauthorized receivers (URs). To prevent information decoding
by URs, AN signal is transmitted from the BS. We adopt a non-linear model for energy harvesting. In
the optimization problem, we minimize the total transmit power, and for this purpose, we utilize an
alternating optimization (AO) algorithm. For the non-convex rank-one constraint for IRS phase shifts,
we utilize a sequential rank-one constraint relaxation (SROCR) algorithm. In addition to single antenna
URs scenario, we investigate multi-antenna URs scenario and evaluate their performance. Simulation
results validate the effectiveness of using IRS.

© 2022 Elsevier B.V. All rights reserved.
1. Introduction

Recently, intelligent reflecting surface (IRS) has been intro-
uced as a promising technique to enhance the performance of
he future generations wireless communication networks [1]. The
eflecting elements of the IRS can reflect signals toward desired
irections. By optimizing the phase shifts of the IRS, we can
trengthen the received signal at the receivers and manipulate
ireless propagation channels to have a better performance [2,3].
n the other hand, simultaneous wireless information and power
ransfer (SWIPT) technology is another promising technology that
as been proposed for low-power devices and power-constrained
ystems in recent years [4]. IRS-aided wireless communication
as been extensively studied recently [5–7]. For instance, [5]
nvestigated sum-rate maximization of users by jointly opti-
izing the transmit beamforming at the base station (BS) and
hase shifts of the IRS. In [8], the authors studied positioning
f users with the help of angle of arrival (AOA) information and
eploying aerial IRS. In addition, the research on SWIPT technol-
gy has been widely studied in recent years [9–11]. Moreover,
ome recent works proposed using IRS in SWIPT systems with
eparate information decoding (ID) and energy harvesting (EH)
eceivers [12,13]. Specifically, in [12], the authors proposed a
enalty-based approach to minimize the total transmit power at
he transmitter. Furthermore, like other wireless networks, there
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is always physical layer security concerns in SWIPT systems due
to the wireless propagation nature. As we increase the transmit
power to satisfy quality of service (QOS) constraints for desired
receivers, the signal is more susceptible to being eavesdropped
by other illegitimate receivers. To this end, transmitting artificial
noise (AN) with the original signal is a solution to tackle this
issue [14,15]. In [16], the authors investigated secrecy energy
efficiency maximization problem with using AN. In [17–19], to-
tal transmit power minimization problem was investigated for
an AN-aided multiple-input single-output (MISO) SWIPT system
with linear energy harvesting (LEH) receivers. Physical layer se-
curity in IRS-assisted systems has been studied recently [20–22].
Specifically, the authors in [20] studied the use of AN in IRS
system and analyzed its performance. It verified that using AN
is beneficial in IRS system, and it provides a more secrecy rate
than no-IRS system. The authors in [23] studied maximizing the
minimum harvested energy in a multiple-input multiple-output
(MIMO) SWIPT systems, and a two-layer method was introduced
to solve the optimization problem. In addition, The authors in [24]
investigated a secrecy rate maximization problem in a millimeter
wave (mmWave) SWIPT system with non-linear energy harvest-
ing (NLEH) model under perfect and imperfect channel state
information (CSI) condition. Moreover, The combination of secure
SWIPT system and IRS has been studied recently [25–28]. For
example, [25] studied energy efficiency maximization in a secure
IRS SWIPT system with separate ID and EH receivers. The authors
proposed NLEH model for EH receivers and Dinkelbach’s method
was used for optimizing the beamforming vector and the AN

covariance matrix. The authors in [26,27] studied the application
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f IRS for secrecy rate maximization in a SWIPT system with
IMO channel. Specifically, in [27], a penalty-based approach
as proposed for optimizing the unit modulus constraint in the
roblem. Furthermore, the authors in [29] investigated a robust
nd secure SWIPT system, aiming to maximize the information
ate of the information users.

In this paper, we investigate secure communication in an IRS-
ssisted SWIPT system. In particular, we propose an effective
ethod to minimize the total transmit power while ensuring
ecure beamforming for the authorized receiver (AR) in presence
f unauthorized receivers (URs) with the help of AN transmission.
ost of the existing works such as [9,12,13,21,25] considered
eparate ID and EH receivers, which is not a proper type of
eceivers to deploy in internet of things (IoT) SWIPT systems.
oreover, there is a low number of works that studied NLEH
odel for receivers, and most of them such as [4,9,13,15–19,26]
ssumed LEH model, which is far away from reality. In addi-
ion, there are a small number of literatures that investigated
hysical layer security in IRS-assisted SWIPT systems (e.g. [25–
9]), and the major concentration was in secrecy rate maximiza-
ion problem. To the best of our knowledge, in this area, [28]
s the only work that studied transmit power minimization
roblem, which has a major difference to our work. Specifi-
ally, the receivers in the aforementioned work are separate ID
nd EH receivers, whereas we use co-located receivers in our
ork. Furthermore, [28] studied terahertz technology and the AN
ransmission is not considered in the system. Moreover, the op-
imization problem, the approach and algorithms for its solution
re significantly different from our work. The main contributions
f this paper are summarized as follows:

• In this work, we propose IRS-aided SWIPT systems with
physical layer security concern, where the AN-transmission
is adopted to combat information leakage to URs. Our goal is
to minimize the total transmit power under QoS constraints.
Unlike most existing works on SWIPT that focused on sin-
gle antenna receivers, we extend our system model to a
multi-antenna scenario.

• The formulated optimization problem is non-convex and
hard to solve. To tackle this, first, we obtain a globally opti-
mal solution for the active beamforming problem in the first
phase, and then in the second phase, we propose a novel se-
quential rank-one constraint relaxation (SROCR) technique
to attain a rank-one solution for the passive beamforming
problem. Then we employ an efficient alternating optimiza-
tion (AO) algorithm to jointly optimize active and passive
beamforming phase efficiently.

• For the energy harvesting at the receivers, we adopt non-
linear model which is practical and more realistic compared
to the LEH model. Furthermore, we propose a power split-
ting (PS) architecture for receivers and optimize PS ratio
efficiently, which is more practical than other receivers
and more complex than separate receivers. Accordingly, the
receivers can decode information and harvest energy simul-
taneously in an efficient way, especially in low-powered
devices.

• When the CSI of URs is unknown, we adopt isotropic-AN
design, where the AN is generated and transmitted with
isotropic pattern without interfering with AR’s channel. Ac-
cordingly, the transmitter should allocate more power for
generating AN to prevent information decoding of AR by
URs.

• Simulation results show that deploying IRS can effectively
lower total transmit power in comparison with no-IRS
case. Furthermore, utilizing CSI of URs has superior per-
formance than isotropic-AN design. Moreover, numerical
results demonstrate that the decrease in transmit power
does not lead to secrecy rate deterioration.
2

The rest of this paper is organized as follows. In Section 2, the
system model and NLEH model are introduced. Section 3 provides
the problem formulation and its solution. Section 4 provides com-
putational complexity. In Section 5, the multi-antenna extension
is investigated. The simulation results are provided in Section 6.
Finally, conclusions are given in Section 7.

2. System model

We consider an IRS-assisted downlink SWIPT system, as in
Fig. 1, consisting a base station (BS) with NT antennas, an IRS
with M reflecting elements and K + 1 hybrid single-antenna
receivers. All the receivers are legitimate users, but there is only
one AR in each transmission interval which is allowed to decode
information and harvest energy simultaneously. At the same time,
the other K receivers are URs in that interval and only allowed
to harvest energy. To ensure a secure communication for the AR,
AN signal is transmitted from BS. The results of our proposed
scheme in this paper serve as the upper bounds for the cases with
CSI errors. The received signals at the AR and at the k’th UR are
respectively expressed as follows

yA = (hH
r ΘG + hH

d )x + nA, (1)

yUk = (gH
r,kΘG + gH

d,k)x + nU
k , (2)

where G ∈ CM×NT is the channel matrix from the BS to the IRS and
gH
r,k ∈ C1×M , gH

d,k ∈ C1×NT , hH
r ∈ C1×M , and hH

d ∈ C1×NT denote
channel vector from the IRS to k’th UR, from the BS to the k’th UR,
from the IRS to the AR, and from the BS to the AR, respectively.
The phase shift matrix of the IRS elements is denoted by Θ =

diag(exp(jθ)), where θ = [θ1, . . . , θM ]
T, and θm ∈ [0, 2π ] denotes

the phase shift of the m’th reflecting elements of the IRS. The
additive white Gaussian noise at the AR and at the k’th UR are
denoted by nA and nU

k , respectively both with zero mean and
variance σ 2

n . The transmitted signal vector from the BS is denoted
by x ∈ CNT and is expressed as

x = ws + z, (3)

where w and s ∼ CN (0, 1) denote beamforming vector and
the information bearing signal for AR, respectively. In addition,
z ∈ CNT denotes the AN signal vector. In our proposed scheme,
the receivers employ PS technique. Thus the received signal in
each user is split into two streams with a power splitting factor
ρ. The received signal portion at the AR for information decoding
can be written as

yID =
√
ρ(hHx + nA) + ns, (4)

where ns ∼ CN (0, σ 2
s ) is the processing noise in the receivers

and hH
= hH

r ΘG + hH
d . We consider a non-linear model for

nergy harvesting at the receivers and the harvested energy EH

is expressed as [30]

EH
=

Λ

1+e−a(Ein−b)
−

Λ

1+eab

1 −
1

1+eab
, (5)

where a, b and Λ are constant parameters [30]. For the receivers
with NLEH model, the input power is denoted by E in, while the
output power from NLEH circuit is denoted by EH. The achievable
secrecy rate is given by

Rsec
= [log2(1 + Γ A) − max

k∈{1,...,K }

log2(1 + Γ U
k )]+, (6)

here Γ A and Γ U
k are the signal-to-interference-plus-noise ratio

SINR) at the AR and k’th UR, respectively, and can be expressed
s

A
=

ρ|hHw|
2

H 2 2 , (7)

ρTr(hh Z) + ρσn + σs
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Fig. 1. An IRS-assisted SWIPT system.

U
k =

|gH
k w|

2

Tr(gkgH
k Z) + σ 2

n + σ 2
s
, (8)

where gH
k = gH

r,kΘG + gH
d,k. We assume the power splitting ratio

is equal to one for URs, which means all URs are trying to decode
information signal.

3. Problem formulation

In this problem, our objective is to minimize total transmit
power by jointly optimizing the beamforming vector at the BS, AN
covariance matrix at the BS, PS ratio and the phase shift matrix Θ
at the IRS while ensuring the security at the AR. The optimization
problem is expressed by

min
w,Z,ρ,θ

∥w∥
2
+ Tr(Z) (9a)

s.t.
ρ|hHw|

2

ρTr(hhHZ) + ρσ 2
n + σ 2

s
≥ γ , (9b)

|gH
k w|

2

Tr(gkgH
k Z) + σ 2

n + σ 2
s

≤ γe,k, ∀k, (9c)

EH(Er) ≥ Emin, (9d)

EH(Er
e,k) ≥ Emine,k , ∀k, (9e)

0 < ρ < 1, (9f)

0 ≤ θm ≤ 2π, ∀m, (9g)

Z ⪰ 0, (9h)

where γ is the minimum required SINR for AR and γe,k is the
SINR threshold for the k’th UR, which the SINR for the URs should
be lower than this threshold to prevent them from decoding
the information. Thus when SINR constraints for both types of
receivers holds, secure communication is guaranteed [14,25], and
Rsec

≥ 0 holds for the communication system. For the NLEH
model, we define E in

= Er and E in
= Er

e,k for the AR and k’th
UR, respectively. The minimum required harvested power by AR
and k’th UR are denoted by Emin and Emine,k , respectively. The
energy efficiency at the AR and k’th UR are denoted by η and ηe,k,
respectively. Problem (9) is non-convex and hard to solve due to
θ and coupled variables in the constraint (9b) and (9d). Thus we
split the problem into two sub-problem and solve problem (9) by
alternating optimization. In the first subproblem we optimize w,
Z, ρ for given θ. For convenience, we reformulate (5) as

E in(EH) = b −
1
ln
(
eab(Λ− EH)

ab H

)
. (10)
a Λ+ e E
3

After rewriting problem (9) into SDP form, by defining W = wwH ,
we have

min
W,Z,ρ

Tr(W) + Tr(Z) (11a)

s.t. hH
(
W
γ

− Z
)
h ≥ σ 2

n +
σ 2
s

ρ
, (11b)

gH
k

(
W
γe,k

− Z
)
gk ≤ σ 2

n + σ 2
s , ∀k, (11c)

hH (W + Z)h + σ 2
n ≥

Er(Emin)
η(1 − ρ)

, (11d)

gH
k (W + Z) gk + σ 2

n ≥
Er
e,k(Emine,k)
ηe,k

, ∀k, (11e)

0 < ρ < 1, (11f)

rank(W) = 1, (11g)

Z ⪰ 0, W ⪰ 0. (11h)

Problem (11) is still non-convex due to constraint (11g). To
overcome this, we drop constraint (11g) and then we have

min
W,Z,ρ

Tr(W) + Tr(Z) (12a)

s.t. (11b)–(11f), (11h). (12b)

Since problem (12) is convex and satisfies Slater’s condition, the
duality gap is zero. Thus by investigating KKT conditions for the
dual problem of (12), we can verify the rank-one condition. Fortu-
nately, in this problem, the optimal solution satisfies Rank(W) =

1 and similarly it can be verified that Rank(Z) = 1 is already hold
(see Appendix). After solving problem (12), we can find w∗ and
z∗ by performing EVD. In the second sub-problem, we optimize θ

for given w, ρ and z in the second sub-problem. Thus, by defining
v = [ejθ1 , . . . , ejθM ]

H and rH = [vT , 1], the problem for the second
part is expressed as

find r (13a)

s.t.
|rHGsw|

2

|rHGsz|
2
+ σ 2

n +
σ2
s
ρ

≥ γ , (13b)

|rHGq,kw|
2

|rHGq,kz|
2
+ σ 2

n + σ 2
s

≤ γe,k, ∀k, (13c)

|rHGsw|
2
+ |rHGsz|

2
+ σ 2

n ≥
Er(Emin)
η(1 − ρ)

, (13d)

|rHGq,kw|
2
+ |rHGq,kz|

2
+ σ 2

n ≥
Er
e,k(Emine,k )
ηe,k

, ∀k, (13e)

|rm| = 1, m = 1, . . . , M + 1, (13f)

here Gs = [diag(hH
r )G; hH

d ], Gq,k = [diag(gH
r,k)G; gH

d,k]. We define
R = rrH , W = wwH and Z = zzH , and then we have the following
transformations

|rHGsw|
2

= Tr
(
GsWGH

s R
)
,

|rHGsz|
2

= Tr
(
GsZGH

s R
)
,

|rHGq,kw|
2

= Tr
(
Gq,kWGH

q,kR
)
,

|rHGq,kz|
2

= Tr
(
Gq,kZGH

q,kR
)
.

(14)

Problem (13) can be rewritten as following

find R (15a)

s.t. Tr
(
Gs(

W
− Z)GH

s R
)

≥
σ 2
s

+ σ 2
n , (15b)
γ ρ
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s
s

F
G

r
(
Gq,k(

W
γe,k

− Z)GH
q,kR

)
≤ σ 2

s + σ 2
n , ∀k, (15c)

Tr
(
Gs(W + Z)GH

s R
)
+ σ 2

n ≥
Er(Emin)
η(1 − ρ)

, (15d)

r
(
Gq,k(W + Z)GH

q,kR
)
+ σ 2

n ≥
Er
e,k(Emine,k )
ηe,k

, ∀k, (15e)

Tr(TmR) = 1, m = 1, . . . , M + 1, (15f)

Rank(R) = 1, (15g)

R ⪰ 0, (15h)

where

[Tm]i,j =

{
1 i = j = m
0 o.w.

(16)

Algorithm 1 Proposed SROCR algorithm for phase shifts

1: Initialization: set iteration number p=0, L(0), step size ϕ(0).
2: Solve problem (17) with initial parameters and obtain R(0).
3: repeat
4: Given {L(p), R(p)

}, Solve problem (17).
5: if problem (17) is feasible, denote the optimal solution as

R(p+1) then
6: ϕ(p+1)

= ϕ(p).
7: else
8: ϕ(p+1)

=
ϕ(p)

2 .
9: end if
0: update L(p+1)

= min
(
1, λmax(R(p+1))

Tr(R(p+1))
+ ϕ(p+1)

)
.

1: set p = p + 1.
2: until L(p−1)

≥ ϵ1 and with obtained R(p), the objective value
attain a predefined convergence threshold ϵ2 ≥ 0.

The rank-one constraint in (15g) is non-convex and the re-
axed problem may not lead to a rank-one solution. In most
ases for obtaining rank-one solution, we can drop the rank-
ne constraint and after finding a solution with higher rank,
e can employ different approaches to find a rank-one solution.
or instance, Gaussian randomization method is used extensively
o obtain a rank-one solution. However, there is no guarantee
hat the obtained solution being feasible to the original prob-
em and the resulting solution is usually suboptimal solution.
nother method that can be used to construct rank-one solution
s penalty-based method. In this method, approximating the non-
onvex objective function plays an important role in the quality of
he obtained rank-one solution. One drawback of this method is
hat the approximation in the objective function normally results
suboptimal solution that may be considerably different from

he optimal solution. To overcome this issue, we apply SROCR
echnique [31] to our problem. In this method, we drop rank-
ne constraint and replace it with a new constraint and then
he problem can achieve a rank-one solution gradually with the
elp of a relaxation parameter. The resulting problem can be
eformulated as following

ind R (17a)

.t. (15b) − (15f), (15h), (17b)
H
max(R

(p))Rumax(R(p)) ≥ L(p)Tr(R), (17c)

here uH
max(R(p)) denotes the largest eigenvector of R, and L(p)

enotes the relaxation parameter in the p’th iteration. The con-
traint (17c) is the relaxed form of the rank-one constraint in
roblem (15). Problem (17) can be solved by CVX [32]. The

roposed iterative algorithm for finding a rank-one solution in

4

problem (17), is summarized in Algorithm 1. The overall AO al-
gorithm for convergence of the two sub-problems is summarized
in Algorithm 2. The objective value of the first sub-problem is
a monotonically decreasing function, hence, the convergence of
algorithm 2 is guaranteed.

Algorithm 2 Proposed AO algorithm

1: Initialization: set iteration number p′
= 0, θ(0).

2: repeat
3: set p′

= p′
+ 1.

4: Given θ(p′
−1), obtain the optimal solution by solving prob-

lem (12) and performing EVD and then, denote it as
{w(p′), z(p′), ρ(p′)

}.
5: Given {w(p′), z(p′), ρ(p′)

}, solve problem (17) by using
Algorithm 1 to obtain θ(p′).

6: until The fractional decrease of total transmit power is below
ϵ.

4. Computational complexity

In this section, the complexity of our proposed scheme is
provided. The complexity of the overall algorithm of the proposed
scheme can be determined by step 3 and 4 in Algorithm 2. The
complexity of step 3 and 4 are O1 = O(2(k + NT + 2)0.5[(2N3

T +

K + 4)n1 + (2N2
T + 2K + 4)n2

1 + n3
1]), and O2 = O((2(K + 2) +

)0.5[((M + 1)3 + 2k + 3)n2 + ((M + 1)2 + 2k + 3)n2
2 + n3

2]),
espectively, where n1 = O(2N2

T + 1), and n2 = O((M + 1)2).
inally, the computational complexity of the proposed algorithm
s O(ℓ2(O1+ℓ1O2)), where ℓ1 and ℓ2 denote the iteration number
f Algorithm 1 and that of Algorithm 2, respectively.

. Extension to multi-antenna URs

We consider that the URs have N > 1 antennas. To this end,
ome modifications should be considered. For the multi-antenna
cenario, the received SINR at the k’th UR is as follows∑N

n=1 |(gH
r,k,nΘG + gH

d,k,n)w|
2

Tr((GH
r,kΘG + GH

d,k)Z(GHΘHGr,k + Gd,k)) + σ 2
n + σ 2

s
, (18)

where GH
r,k = [gr,k,1, . . . , gr,k,N ]

H and GH
d,k = [gd,k,1, . . . , gd,k,N ]

H

denote the channel matrix from the IRS to the k’th UR and from
the BS to the k’th UR, respectively. For the k’th UR, gr,k,n ∈ CNT×1

denotes the channel response between the n’th receive antenna
and the transmit array. We introduce GH

U,k = GH
r,kΘG + GH

d,k and
rewrite (18), then the relaxed SDP form of the first subproblem
is formulated as

min
W,Z,ρ

Tr(W) + Tr(Z) (19a)

s.t. (11b), (11d), (11f), (11h), (19b)

Tr
(
GH
U,k

(
W
γe,k

− Z
)
GU,k

)
≤ σ 2

n + σ 2
s , ∀k, (19c)

Tr
(
GH
U,k (W + Z)GU,k + σ 2

n

)
≥

Er
e,k(Emine,k )
ηe,k

, ∀k. (19d)

or the second subproblem, we have
o,k =

∑N
n=1[diag(g

H
r,k,n)Gw; gH

d,k,nw], Gl,k =∑N
n=1[diag(g

H
r,k,n)Gz; gH

d,k,nz]. Subsequently, the second
subproblem for this scenario can be written as

find R (20a)

s.t. (15b), (15d), (15f), (15h), (17c), (20b)
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U
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m

r
l
p
S
p
t
m
a
m
r
m
r
s
t

r(Go,kGH
o,kR) − Tr(Gl,kGH

l,kR) ≤ σ 2
n + σ 2

s , ∀k, (20c)

Tr(Go,kGH
o,kR) + Tr(Gl,kGH

l,kR) ≥
Er
e,k(Emine,k )
ηe,k

, ∀k. (20d)

. Simulation results

In this section, we present numerical results to evaluate the
roposed scheme. We assume a two-dimensional plane, where
he BS and IRS are located at (0, 2) and (5, 2), respectively. The
Rs are closer to the BS than the AR. Accordingly, the URs and
he AR are randomly distributed in the range of (4, 0) to (8, 0)

and (16, 0) to (20, 0) m, respectively. For all channel links,
he small-scale fading are assumed to be Rician fading with the
ician factor of κr = 5. The large-scale pathloss is modeled as
L = PL0 − 10α log10(d), where PL0 = −30 dB is the pathloss at

the distance of 1 m. The link distance is denoted as d, and α is
the pathloss exponent and is set to 2.2 for all channel links. The
Rician fading channel from BS to IRS is as follows

G =

√
κr

1 + κr
GLOS

+

√
1

1 + κr
GNLOS, (21)

where GLOS and GNLOS denote the Line-of-sight (LOS) component
and Rayleigh fading component, respectively. The Rician fading
channels from BS to AR and from IRS to AR can be expressed as

hi =

√
κr

1 + κr
hLOS
i +

√
1

1 + κr
hNLOS
i , i ∈ {d, r} (22)

nd similarly, the Rician fading channels from BS to k’th UR and
rom IRS to k’th UR can be expressed as

i,k =

√
κr

1 + κr
gLOS
i,k +

√
1

1 + κr
gNLOS
i,k , i ∈ {d, r} (23)

here hLOS
i and gLOS

i,k denote the LOS component, hNLOS
i and

NLOS
i,k indicate Rayleigh fading component. We consider
uniform linear array (ULA) at the BS with hLOS

i =

1 ejϖ ej2ϖ · · · ej(NT−1)ϖ
]
T with ϖ = −

2 π D sin(ψ)
λr

, and
LOS
i,k = [1 ejωk ej2ωk · · · ej(NT−1)ωk ]T with ωk = −

2 π D sin(ϕk)
λr

,

here D is the antenna spacing and is set to be D =
λr
2 , λr

s the carrier wavelength, ψ and ϕk are the directions of the
transmitter to the AR and k’th URs, respectively. The number of
URs is assumed to be k = 3 and the number of BS antennas and
the number of reflecting elements are set as NT = 4 and M = 50,
espectively. For the multi-antenna scenario, the number of
Rs antennas is considered to be N = 3. According to [33],
e have Λ = 24 mW, a = 150, and b = 0.014, for the NLEH
odel. Other parameters are set as: σn = −120 dBm, σs = −60

dBm, Emin = Emine,k = 0 dBm, η = ηe,k = 0.5, ϵ = 10−3 and
the maximum allowed SINR for the EHRs, γe,k = −10 dB. We
compare our proposed scheme with the following benchmark
schemes:

• Isotropic-AN: When CSI of the URs are not available,
isotropic-AN design [34] can be used, where AN is uni-
formly sent in the null space of the AR. Particularly, the AN
covariance matrix is as follows

Ziso−AN = µΠ⊥, (24)

whereΠ⊥
= INT −

hhH
∥h∥2

denotes the orthogonal complement
projector of h, and µ ≥ 0 is the power factor that should be
optimized in the first subproblem.

• Random phase shifts: In this scheme, the phase shifts of IRS
elements are randomly chosen and not optimized.
5

Fig. 2. Total transmit power versus the minimum required SINR, γ .

Fig. 3. Total transmit power versus the number of URs.

• Without IRS: In this scheme, there is no IRS in the system
and only the BS-user links are considered.

Fig. 2 shows the total transmit power versus the minimum
equired SINR of the AR. The performance for both linear and non-
inear EHRs are evaluated. It is observed that the total transmit
ower increases with the increase of the minimum required
INR of the AR. It can be seen, that the total transmit power in
roposed-AO method decreases considerably and it demonstrates
he advantage of using IRS. As we see, isotropic-AN design needs
ore power to be allocated than other methods, both for IRS case
nd no-IRS case, because it does not utilize CSI of URs. Further-
ore, Our proposed-AO method is considerably outperforms the

andom phase shifts method. In multi-antenna URs scenario, it is
ore challenging to provide secure communication, because, the

eceived SINR of URs is higher compared to the single antenna
cenario. Therefore, the transmitter sends AN with higher power
o keep SINR of URs lower than γe,k.

Fig. 3 shows the total transmit power versus the number of
URs with fix γ = 10 dB for the single antenna URs. As the
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Fig. 4. Total transmit power versus the number of reflecting elements of IRS,
M .

number of URs increases, the more power should be allocated
for AN generation to guarantee secure system and for satisfying
constraints of the problem. It is worth noting that in IRS-aided
case, the slope of the curves is considerably slower than no-
IRS case. In other words, as the number of URs increases, the
gap between these two methods increases. This indicates that
employing IRS in scenarios with large number of receivers is more
beneficial than scenarios with lower number of receivers. Similar
to the previous figure, the Isotropic-AN design consumes more
transmit power.

Fig. 4 shows the total transmit power versus the number
f reflecting elements, M , with fix γ = 10 dB. It is obvious
hat in curves without IRS, the total transmit power does not
hange with increasing the number of reflecting elements. In
ontrast, it is observed that the total transmit power decreases
ith increasing the number of reflecting elements in IRS-aided
ase. In IRS-aided case, since the proposed-AO method utilizes
SI of URs’ channels completely, it needs less transmit power
han isotropic-AN design. In addition, the decrease of the transmit
ower in proposed-AO method is more than the isotropic-AN de-
ign and the gap between them tends to increase as the number
f reflecting elements increases.
Fig. 5 illustrates the total transmit power versus Emin. We set
= 10 dB and as we expected, proposed-AO method requires

ess transmit power than no-IRS case. As we see, total transmit
ower for the non-linear model increases non-linearly with Emin
nd finally reaches saturation due to hardware limitation, while
he linear model increases linearly and keeps increasing at higher
min levels even after the saturation point of the non-linear model.
he reason behind the dramatic increase at the end of non-linear
odel lies in the logarithmic function in (10). With regard to the
roperty of logarithmic functions, in the NLEH scheme, as Emin
ets close to the saturation point (24 mW), the parenthesis in
ront of the ln function in (10) gets close to zero, hence the power
ncrease dramatically.

Finally, Fig. 6 shows the system secrecy rate in terms of the
ifferent minimum required SINR, γ , for the AR and fixed γe,k =

10 dB for the URs. As we can see, the secrecy rate increases
ith γ . The average secrecy rate for all schemes are the same,
ecause in optimization problem, the equality holds for both SINR
onstraints for different schemes. On the other hand, the SINR
hreshold for URs, γ , is fixed for different schemes and is equal
e,k

6

Fig. 5. Total transmit power versus Emin .

Fig. 6. Secrecy rate versus the minimum required SINR for AR.

to −10 dB, and the SINR threshold for AR, γ , is the same in the x-
axis of Fig. 6 for different schemes. Thus, different schemes result
the same secrecy rate, but with different total transmit power.
This figure confirms that our proposed AO with IRS guarantees
secure system with the same secrecy rate as no-IRS case, but
with consuming much lower power. This figure emphasize that
the simulation results for the total transmit power of different
schemes, have the same secrecy rate, and the decrease in total
transmit power, does not deteriorate average secrecy rate.

7. Conclusion

This paper studied a robust and secure beamforming design in
an IRS-assisted SWIPT system to minimize total transmit power.
AN is transmitted with information signal to guarantee secure
communication and provide energy for receivers. We split the
optimization problem into two sub-problems and an iterative
SROCR algorithm was proposed to build a rank-one solution. At
the end, an AO algorithm was employed to optimize the original
problem. Simulation results showed that using IRS is beneficial
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or energy consumption and we can achieve a desired secrecy rate
y lower transmit power than no-IRS case.
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ppendix. Proof

We define Er(Emin) = E1, and Er
e,k(Emine,k ) = E2, and then the

agrangian of problem (12) have

(W, Z, ρ,Y,X, ξ , α, λ, φ)

= Tr(W) + Tr(Z) + ξ

[
Tr(hhHZ) −

Tr(hhHW)
γ

+ σ 2
n +

σ 2
s

ρ

]
+

K∑
k=1

αk
[
Tr(gkgH

k W) − γe,k
(
Tr(gkgH

k Z) + σ 2
n + σ 2

s

)]
+ λ

[
E1

η(1 − ρ)
− Tr(hhHW) − Tr(hhHZ) − σ 2

n

]
+

K∑
k=1

φk

[
E2
ηe,k

− Tr(gkgH
k W) − Tr(gkgH

k Z) − σ 2
n

]
− Tr(YW) − Tr(XZ)

(25)

he dual problem of (12) is as follows

max
ξ,α,λ,φ≥0

X,Y⪰0

min
W,Z,ρ

L(W, Z, ρ,Y,X, ξ , α, λ, φ) (26)

hen the KKT conditions for W can be expressed as

∂L
∂W

= I − Y∗
+

K∑
k=1

α∗

kgkgH
k −

K∑
k=1

φ∗

kgkgH
k

−
ξ ∗

γ
hhH

− λ∗hhH
= 0, ∀k (27a)

Y∗W∗
= 0 (27b)

Y∗
⪰ 0, ξ ∗, α∗

k , λ
∗, φ∗

k ≥ 0, ∀k. (27c)

e can rewrite (27a) as follows

+

K∑
k=1

(α∗

k − φ∗

k )gkgH
k = (

ξ ∗

γ
+ λ∗)hhH

+ Y∗, ∀k (28)

n the other hand, for finding the optimal PS ratio, we can solve
he following problem

in
ρ

λ∗E1
η(1 − ρ)

+
ξ ∗σ 2

s

ρ
, (29)

nd the optimal solution is as following

∗
=

√
ηξ ∗σ 2

s
√
λ∗E1 +

√
ηξ ∗σ 2

s

. (30)

rom (30), λ∗ > 0 and ξ ∗ > 0 must hold. Because, if we assume
λ∗

= 0 and ξ ∗
= 0, the constraints in (11b) and (11d) lead to
7

contradiction, respectively. Subsequently, similar to [15], by post-
multiplying W∗ by both sides of (27a) and considering (27b), we
have(
I +

K∑
k=1

(α∗

k − φ∗

k )gkgH
k

)
W∗

=

(
(
ξ ∗

γ
+ λ∗)hhH

)
W∗ (31)

hen we can rewrite (31) as follows

∗
=

(
I +

K∑
k=1

(α∗

k − φ∗

k )gkgH
k

)−1 (
(
ξ ∗

γ
+ λ∗)hhH

)
W∗ (32)

hen, we have

ank(W∗) = rank

⎡⎣(I +

K∑
k=1

(α∗

k − φ∗

k )gkgH
k

)−1

×

(
(
ξ ∗

γ
+ λ∗)hhH

)
W∗

⎤⎦ ≤ rank(hhH) ≤ 1 (33)
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